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STUDENT QOUTLI NE

OPERATI ONAL RI SK MANAGEMENT

1. Termnal Learning Objective: Gven the billet of a major
subordi nate conmand notor transport chief and references, conduct
operational risk assessnent for a notor transportation
operations, per the reference.

2. Enabling Learning Qbjectives

a. Gven the billet of a nmajor subordi nate comand not or
transport chief and references, identify the concept of
operational risk managenent (ORM), per the reference.

b. Gven the billet of a major subordinate conmand notor
transport chief and references, identify the five step ORM
t hought process used to prevent accidents/ m shaps, per the
r ef er ences.

c. Gven the billet of a major subordi nate comrand not or
transport chief and references, identify the levels of the ORM
t hought process used to prevent accidents/ m shaps, per the
ref erence.

OUTLI NE

1. CONCEPT OF OPERATI ONAL RI SK MANAGEMENT

a. It is a decision nmaking tool used by people at all |evels
to increase operational effectiveness by anticipating hazards and
reduci ng the potential for |oss, thereby increasing the
probability of a successful m ssion.

b. Increases our ability to nake infornmed decisions by
provi di ng the best baseline of know edge and experience
avai | abl e.

c. Mnimzes risks to acceptable |evels, commensurate with

m ssion acconplishnent. The anmount of risk we will take in war is
much greater than that we should be willing to take in peace, but
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the process is the sane. Applying the ORM process will reduce
m shaps, |ower costs, and provide for nore efficient use of
resour ces.

2.  ORM TERM NOLOGY

a. Hazard. A condition with the potential to cause personal
injury or death, property danmage or m ssion degradation

b. Risk. An expression of possible loss in terns of severity
and probability.

c. Risk Assessnent. The process of detecting hazards and
assessi ng associ ated ri sks.

d. ORM The process of dealing with risk associated within
mlitary operations, which includes risk assessnent, decision-
maki ng and i npl ementati on of effective controls.

3. FIVE STEPS COF ORM PROCESS

a. ldentify Hazards. Begin with an outline or chart of the
maj or steps in the operation. Next, conduct a prelimnary hazard
analysis by listing all of the hazards associated with each step
in the operational analysis along with possible causes for those
hazar ds.

b. Assess Hazards. For each hazard identified, determne the
associ ated degree of risk in terns of probability and severity.
Al t hough not required, the use of a matrix may be hel pful in
assessi ng hazards.

c. Make Ri sk Decisions. First, develop risk control options.
Start with the nost serious risk first and select controls that
will reduce the risk to a m ninmum consistent with m ssion
acconplishnent. Wth selected controls in place, decide if the
benefit of the operation outweighs the risk. If risk outweighs
benefit or if assistance is required to inplenent control,
comuni cate with higher authority in the chain of command.

d. Inplenent Controls. The follow ng neasures can be used to
elimnate hazards or reduce the degree of risk. These are listed
by order of preference:

(1) Administrative Controls. These are controls that
reduce risks through specific admnistrative action, such as:

(a) Providing warnings, markings, placards signs and
noti ces.
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(b) Establishing witten policies, prograns,
i nstructions and standard operating procedures (SOP)

(c) Training personnel to recognize hazards and take
appropriate precautionary neasures.

(d) Limting the exposure to a hazard.

(2) Engineering Controls. These are controls that use
engi neering nethods to reduce risks by design, nmaterial selection
or substitution when technically or econom cally feasible.

(3) Personal Protective Equipnment. Serves as a barrier
bet ween personnel and a hazard. It should be used when ot her
controls do not reduce the hazard to an acceptable |evel.

e. Supervise. Conduct followup evaluations of the controls
to ensure they remain in place and have the desired effect.
Moni tor for changes, which nmay require further ORM Take
corrective action when necessary.

4. LEVELS OF ORM PROCESS

a. The ORM process exists on three |levels. The conmander
sel ects which | evel based upon the m ssion, the situation, the
time available, the proficiency |evel of personnel and the assets
available. Wiile it would be preferable to performa deliberate
or in-depth risk managenent process for all evolutions, the tine
and resources to do so will not always be avail abl e.

b. One of the objectives of ORMtraining is to devel op
sufficient proficiency in applying the process such that ORM
beconmes an automatic or intuitive part of our decision-mnmaking
nmet hodol ogy. In the operational environnent, |eaders should be
able to enploy this tinme-critical process to nake sound and
tinmely decisions that generate tenpo and facilitate decisive
results.

c. The three levels are as foll ows:

(1) Time-critical. An “on the run” nmental or oral review
of the situation using the five step process w thout recording
the information on paper. This level of ORMis enployed by
experienced personnel to consider risk while nmaking decisions in
a tinme-conpressed situation. It is used during crisis response
scenarios. It is helpful in choosing the appropriate course of
action when an unpl anned event occurs during the execution of a
pl anned operation or daily routine.
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(2) Deliberate. The deli berate process uses primarily
experience and brainstormng to identify hazards and devel op
controls, and is therefore nost effective when done in a group.
Exanpl es of deliberate applications include planning of upcom ng
operations, review of standard operating, mnaintenance or training
procedures and damage control /di saster response pl anni ng.

(3) In-depth. Deliberate process with a nore thorough risk
assessnment (first two of the five steps) involving research of
avai |l abl e data, use of diagram and analysis tools, formal testing
or long termtracking of the hazards associated with the
operation (sonetinmes with the assistance of technical experts) to
identify and assess the hazards. It is used to nore thoroughly
study the hazards and their associated risk in a conplex
operation or system or on in which the hazards are not well
under st ood. Exanpl es of in-depth applications include long term
pl anni ng of conpl ex operations, introduction of new equi pnent,
mat erial s and m ssions, devel opnent of tactics and training
curricula and maj or system overhaul or repair.

5. PRINCI PLES OF ORM

a. Accept Risk Wien Benefits Qutweigh the Cost. Risk is
inherent in war and is involved in every mssion. Risk is also
related to gain; normally greater potential gain requires greater
risk. The goal of ORMis not to elimnate risk, but to manage the
risk so that the m ssion can be acconplished with the m ni nmum
amount of | oss.

b. Accept No Unnecessary Risk. Take only risks which are
necessary to acconplish the m ssion.

c. Anticipate and Manage Ri sk By Pl anning. Risks are nore
easily controlled when they are identified early in the planning
process.

d. Make Ri sk Decisions at the Right Level. Ri sk managenent
decisions are nmade by the | eader directly responsible for the
operation. Prudence, experience, judgnent, intuition and
situational awareness of |eaders directly involved in the
pl anni ng and execution of the mssion are the critical elenents
in maki ng effective risk managenent deci sions.

6. HAZARD SEVERI TY

a. Hazard severity is defined by potential degree of injury,
illness, property damage, |oss of assets (tinme, noney, personnel)
or effect on m ssion. The conbinati on of hazards may increase the
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overall level of risk. Hazard severity categories are assigned as
Roman nuneral s according to the following criteria:

(1) Category |I. The hazard may cause death, |oss of
facility/asset or result in grave damage to national interests.

(2) Category Il. The hazard may cause severe injury,
ill ness, property danage, damage to national or service interests
or degradation to efficient use of assets.

(3) Category Ill. The hazard may cause m nor injury,
illness, property danage, danmage to national, service or comand
interests or degradation to efficient use of assets.

(4) Category IV. The hazard presents a mnimal threat to

personnel safety or health, property, national, service or
command interests or efficient use of assets.

7. M SHAP PROBABI LI TY

a. The probability that a hazard will result in a m shap or
| oss, based on an assessnent of such factors as |ocation exposure
(cycles or hours of operation), affected popul ati ons, experience
or previously established statistical information. M shap
probability will be assigned an English letter according to the
followi ng criteria:

(1) Sub-category A Likely to occur imediately or within
a short period of time. Expected to occur frequently to an
i ndi vidual itemor person or continuously to a fleet, inventory
or group.

(2) Sub-category B. Probably will occur in tine.

Expected to occur several tinmes to an individual itemor person
or frequently to a fleet, inventory or group.

(3) Sub-category C. May occur in tinme. Can reasonably be
expected to occur sonme tine to an individual item or person or
several tines to a fleet, inventory or group.

(4) Sub-category D. Unlikely to occur.

8. RI SK ASSESSMENT CCDE (RAQ)

a. The RAC is an expression of risk which conbines the
el ements of hazard severity and m shap probability. Using the
matrix, the RAC is expressed as a single Arabic nunber that can
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be used to help determ ne hazard abatenent priorities. Use the
Matrix to determ ne the RAC

M shap Probability

A B C D
Hazar d I 1 1 2 3
Severity [, 111 1 2 3 4
|V 2 3 4 5
3 4 5 5
RAC Definitions: 1 — Critical
2 — Serious
3 — Moderate
4 — M nor
5 - Negligible
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